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Florida Polytechnic University  
Board of Trustees 

 
Audit and Compliance Committee Meeting 

 
DRAFT MEETING MINUTES 

 
Tuesday December 10, 2019 

2:45 PM - 3:45 PM 
 

Florida Polytechnic University, IST 1046 
4700 Research Way, Lakeland, FL 33805 

                                                           
I.  Call to Order 

 
Committee Chair Gary Wendt called the meeting to order at 2:33 p.m. 
 

II. Roll Call 
 
Kim Abels called the roll: Committee Chair Gary Wendt, Committee Vice-Chair Mark Bostick, Trustee 
Earl Sasser, and Trustee Victoria Astley were present (Quorum). 
 
Trustees not present: Trustee Adrienne Perry 

Other trustees present: No other trustees were present 
 
Staff present: Mr. David Blanton, Mrs. Kim Abels, Mr. Alex Landback, Ms. Michele Rush, Mr. Rick 
Maxey, Mr. Ben Beachy, Mr. John Sprenkle, and President Randy Avent were present.  
 

III. Public Comment 
 
There were no requests received for public comment. 
 

IV. Approval of Minutes 
 
Trustee Victoria Astley made a motion to approve the Audit & Compliance Committee meeting 
minutes of September 11, 2019.  Trustee Mark Bostick seconded the motion; a vote was taken, and 
the motion passed unanimously. 
 

V. 2018-2020 Audit & Compliance Committee Work Plan Review 
 
Mr. David Blanton reviewed the Work Plan for 2018-2020. A couple of audits were moved from the 
December 2019 time frame to February 2020. Trustee Victoria Astley made a motion to approve the 
revised work plan as presented. Trustee Earl Sasser seconded the motion; a vote was taken, and 
the motion passed unanimously.  



 

 
 

VI. Audit & Compliance Update 
 
Mr. Blanton provided the Committee with an update of audit and compliance activities. The updates 
included the following:  
 
A. External Audits: Currently, Florida Poly is undergoing an independent assessment of controls 

“Internal Management and Accounting Control and Business Process Review”. (Crowe, LLP) This 
review is being conducted at each of the 12 universities within the State at the direction of the 
Board of Governors as a result of the concerns at UCF.   A draft report has been released which 
included 2 low risk observations: 
 
1. IT Governance: Written procedures over IT 
2. IT Data Protection: Management of employee removable media 
 
The Auditor General has begun their financial audit of the University for the fiscal year ended 
June 30, 2019.  The report should be released by 3/31/20.  

 
The Foundation financial audit for the fiscal year end 6/30/19 is complete; however, it is subject 
to Foundation Board approval prior to submission to the University Board. 

                   
Currently, University Audit has the following projects in progress: Admissions Audit; Quality 
Assurance Review (Self-Assessment); UFF Chapter Grievance 

B. Foundation Operating and Scholarship Funds:  Mr. Blanton reported on the revenues and 
expenses for these Foundation funds through November of the current fiscal year.  Revenues 
continue to decline; however, the University has also acted to reduce Foundation expenses for 
this same period. 

 
VII.  Closing Remarks and Adjournment 

With no further business to discuss, the meeting adjourned at 3:12 p.m. 
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February 2020

• Crowe LLP’s Management and Accounting Control 
and Business Process Review
– Report released
– Presented today for approval

• Foundation Financial Audit (FYE 6/30/19)
– Report released
– Approved by Foundation Board (1/24/20)
– Presented today for approval

External Audit Status



February 2020

• University Financial Audit (FYE 6/30/19)
– Fieldwork completed, in review
– Report in February/March

• Bright Futures Audit (2 years ended 6/30/19) 
– Not started/expectation Spring 2020

• Operational Audit
– Audit period: CY 2019
– Expected to conclude in summer of 2020

External Audit Status (cont.)



February 2020

• House Select Committee on the Integrity of 
Research Institutions

– Request for information from each SUS institution 
(1/20/20)

– Concerned about foreign influence on research integrity
– Monitoring controls (UAC Report:  Sponsored Research)

External Audit Status (cont.)



February 2020

• Stabilize/set annual scholarship limit 

• Limit operating expenses 

• Increase operating/scholarship revenues

• Establish an appropriate monitoring system 

Foundation Monitoring
Concerns/Suggestions



February 2020

• Hired a financial officer

• Reorganized advancement operations staff

• Terminated Convergent contract and redeployed 
resources

• Working with Foundation Board to enhance 
reporting/monitoring

Recent Foundation Actions



February 2020

Foundation Fund Monitoring:
Operating Fund

Source:  Trial Balance Report as of 1/27/2020



February 2020

Foundation Fund Monitoring:
Scholarship Fund

Source:  Trial Balance Report as of 1/27/2020



February 2020

Unrestricted, Undesignated Net 
Assets – Unrestricted/Current



February 2020

UAC Activities –
Audits/Reviews

• Quality Assurance Review:
– Required by Internal Auditing (IIA Standards)
– Preparation for external review (every 5 years – 2022)
– Will distribute questionnaire to key stakeholders

• Scholarships/Enrollment Data Integrity
– Scholarships/on Audit plan
– Expanded scope to data integrity (GPA, SAT/ACT scores)
– Expanded scope to provide for recommendations over 

admissions operations

• Investigations, Grievance Reviews



February 2020

Foundation Financial Audit 

• Independent Auditors’ Report
– Unmodified (clean) opinion on financial statements

• Report on Internal Control over Financial Reporting, 
Compliance and Other Matters (Government 
Auditing Standards)
– No material weaknesses identified (clean opinion)
– No Instances of noncompliance or other matters disclosed



February 2020

Required Communications

• Difficulties in performing audit (none)

• Audit adjustments (no significant)

• Disagreements with management (none)

• Management representations

• Consultations with other auditors (none)

• Qualitative aspects of accounting practice



February 2020

Foundation Change in 
Accounting Principle

• Result of legislation revising State law

• Change from FASB to GASB
– GASB Statement No. 33 states that providers and 

recipients of permanently restricted promises to give 
should not recognize liabilities or receivables in these 
types of transactions. Therefore, permanently 
restricted (endowed) promises to give had been 
recognized in prior years. The Foundation had 
$320,202 of permanently restricted promises to give at 
June 30, 2018.

– Beginning fund balance of the General Fund and net 
position of the governmental activities have been 
restated to eliminate the $320,202 of permanently 
restricted promises to give that had been recognized 
as of June 30, 2018



February 2020

Foundation Financial 
Statement Overview



February 2020

Foundation Financial 
Statement Overview



February 2020

Foundation Financial 
Statement Overview



February 2020

ACTION:  Recommend approval of the Foundation 
Financial Audit Report for the 2018-19 fiscal year to the 
Board

Foundation Financial Audit 
FYE 6/30/19



February 2020

Crowe Assessment:
Florida Poly Observations

• Information Technology:  Written Policies and 
Procedures (Low risk)

• Information Technology: Data protection for 
portable storage devices (Low Risk)



February 2020

Crowe Observations



February 2020

Crowe Assessment:
SUS Observations

• Ranged from 0 – 7 observations

• Average of 3.75 observations

• 7 institutions had observations classified as 
moderate risk (1 – 3 moderate observations)



February 2020

Crowe Observations: SUS



February 2020

Crowe Assessment:
SUS Observations/”Themes”

• Risk of management override/collusion 

– Established compliance functions

– Could benefit from ERM

• System could benefit from enhanced IT controls

• System could benefit from 3rd party controls

• Universities could benefit from additional 

guidance and clarification of how to interpret BOG 

regulations



February 2020

ACTION:  Recommend approval of the Internal Control 
and Business Process Assessment Report to the Board of 
Trustees.

Crowe Assessment:
Florida Poly



 

 
 

The Florida House of Representatives 
Select Committee on the Integrity of Research Institutions 

 
  
Jose R. Oliva Chris Sprowls 
Speaker Chair  

402 House Office Building, 402 South Monroe St., Tallahassee, FL  32399-1300 
(850) 717-4881  

January 20, 2020 
 
SUS Vice Presidents of Research 
Via Email 

 
Dear Vice President, 
 
In August of 2018, the National Institute of Health sent a letter to grantees, notifying them of 
threats to the integrity of research arising out of foreign influence. The House Select Committee 
on the Integrity of Research Institutions has been appointed to investigate research activities and 
international relationships of Florida research institutions, including interactions involving your 
faculty and other personnel and foreign countries.  
 
Section 11.143(2), Florida Statutes, establishes the authority for committees of the Legislature to 
inspect and investigate the records of any public agency, including confidential information. 
Furthermore, Section 11.0431(2)(a), Florida Statutes, provides that records in the possession of 
the Legislature are exempt from public disclosure if under state law those records are 
confidential or exempt from public disclosure while in the possession of any public agency. 
 
Pursuant to s. 11.143(2), the committee is requesting each institution in the State University 
System to provide, by January 31, unredacted copies of the records listed in the page attached 
hereto. Such copies may be emailed to Mr. Don Rubottom at 
Don.Rubottom@myfloridahouse.gov. To coordinate alternate delivery of the records requested, 
or if you have any other questions, please contact Mr. Rubottom at 850-717-4881. 
 
  



University Vice President of Research 
January 20, 2020 
Page 2 
 

 

 
 
 
 
 
 
I am also requesting you to name a staff member as the primary contact for arrangements 
regarding the submission of documents and any other investigative activities. You may also want 
to name a board member as a key contact for interactions involving your Board of Trustees. 
 
I appreciate your prompt response to this request, and I look forward to your full cooperation with 
the House investigation.  
 
Respectfully, 
 

 
Chris Sprowls, Chair 
 
CC: Syd Kitson, Chair, Board of Governors 
 Members of the Select Committee 
  



University Vice President of Research 
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Records requested of Florida State University System institutions 

 

1. All correspondence from federal agencies identifying concerns specific to the institution 
relating to foreign influence on research integrity. 

2. All internal compliance reports since August 1, 2018, relating to such foreign influence. 

3. All records of whistleblower complaints and related investigations active on or after 
August 1, 2018, relating to such foreign influence or any other conflicts of interest related to any 
scientific research. 

4. All correspondence, emails or records of other contacts with the F.B.I., NIH, NSF or 
other federal agencies sponsoring research relating to specific or general risks of such foreign 
influence. 

5. All institution policies regulating disclosures of conflicts of interests, disclosures of 
financial interests, or conflicts of commitment of research scientists, specifically including 
policies adopted under BOG Reg. 10.002, Sponsored Research. 

6. All disclosures of research scientists relating to contracts with foreign entities. 

7. All institution policies governing compliance efforts to enforce disclosure requirements. 

8. All University initiatives to identify, disclose or regulate influence of foreign 
governments, foreign institutions or individuals or organizations with significant ties to foreign 
entities, specifically including any effort to identify employees or contractors who are 
participants in the Thousand Talents program of the People’s Republic of China or similar PRC 
recruiting or collaboration programs. 

9. Any records related to any required training for executives, faculty, or employees relating 
to the NIH or other federal or state regulations related to conflict of interest, conflict of 
commitment, and financial disclosure. Records of participation therein by the individuals 
investigated. 

10. Any records of solicitation by, interest in or participation with a Confucius Institute since 
January 1, 2015. 

11. Standard or typical contract form used for employee or independent contractor involved 
in research. 
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12. Standard disclosure forms used for scientific researchers at your institution. 

13. Policies governing the review and scrutiny of disclosures of researchers (if not provided 
above). 

14. Organizational chart of your institution. 

15. Organizational chart of each department engaged in sponsored research including 
research funded by the State of Florida. 

16. Whistleblower policies. 

17. Documents describing internal controls of conflicts of interest, security of information, 
security of research materials and fraud detection. 

18. Documents describing ethical obligations of the institution and researchers with respect 
to scientific research. 

 

  



Florida Polytechnic University 
Audit & Compliance Committee 

Work Plan 2019-2020 
 

March 13, 2019 May 21-22, 2019 September 11, 2019 December 11, 2019 
• Audit & Compliance 

Update 
• Auditor General 

Follow-up Review 
• Auditor General IT 

Audit 
• Investigative Report 

FPU 2019-03 
 

• Audit & Compliance 
Update 

• University 
Compliance & Ethics 
Program Plan 

• University Financial 
Audit – FYE 6/30/18 

• Foundation Financial 
Audit – FYE 6/30/18 
 

• Audit & Compliance 
Update 

• UAC 2018-19 Annual 
Report (2020-01) 

• ADA/ODS Audit (2020-
02) 

• UAC 2019-20 Risk 
Assessment/Activity 
Plan (2020-03) 
 

• Audit & Compliance 
Update 
 

February 26, 2020 May 19, 2020 September 9, 2020 December 2, 2020 
• Audit & Compliance 

Update 
• Foundation Financial 

Audit – FYE 6/30/19 
• Crowe Audit 

• Audit & Compliance 
Update 

• University 
Compliance & Ethics 
Program Plan 

• University Financial 
Audit – FYE 6/30/19 
 
 

• Audit & Compliance 
Update 

• UAC 2019-20 Annual 
Report  

• UAC 2020-21 Risk 
Assessment/Activity 
Plan  
 

• Audit & Compliance 
Update 
 

 



AGENDA ITEM: VI. 
 

 

Florida Polytechnic University 

Audit & Compliance Committee 

Board of Trustees 

February 25, 2020 
 
Subject:  Audit & Compliance Update 

 
 

Proposed Committee Action 
 
Information only-no action required 
 

Background Information 
 

David Blanton, Chief Audit Executive/Chief Compliance Officer (CAE/CCO) will provide the Committee 
with an update of all University and Foundation audit activity including (1) the status of external audits, 
(2) University Audit activities and plans, (3) Foundation monitoring report, and (4) University 
Compliance activities. 
 

 
 
Supporting Documentation: Power Point presentation 
Prepared by:  David A. Blanton, CAE/CCO 
 



AGENDA ITEM: VII. 
 

 

Florida Polytechnic University 

Audit & Compliance Committee 

Board of Trustees 

February 25, 2020 
 

Subject:  Foundation Financial Audit (June 30, 2019 Fiscal Year) 
 

 
Proposed Committee Action 

 
Recommend approval of the Foundation’s financial audit for the fiscal year ended June 30, 2019 to the 
Board of Trustees. 
 

Background Information 
 

David Blanton, Chief Audit Executive/Chief Compliance Officer (CAE/CCO) will provide the Committee 
with an overview of the Foundation’s financial audit for the fiscal year ended June 30, 2019 that was 
conducted by independent certified public accountants. 
 
 

 
 
Supporting Documentation:  Foundation Audit Report 
    Foundation Form 990 
    Power point presentation in A&C update 
 
Prepared by:  David A. Blanton, CAE/CCO 
 

















































AGENDA ITEM: VIII. 
 

 

Florida Polytechnic University 

Audit & Compliance Committee 

Board of Trustees 

February 25, 2020 
 
Subject:  Crowe Internal Management and Accounting Control and Business Process Assessment 
(November 2019) 

 
 

Proposed Committee Action 
 
Recommend approval of the Crowe Internal Management and Accounting Control and Business Process 
Assessment (November 2019) to the Board of Trustees. 
 

Background Information 
 

The Board of Governors of the Florida State University System (“SUS”) engaged Crowe LLP (“Crowe”) to 
perform a system-wide “Internal Control and Business Process Assessment”. The objective of this 
assessment was to evaluate the existing internal controls and review business processes to identify 
areas of risk for the SUS and to provide recommendations to enhance internal control over the system. 
Crowe performed these consulting services in accordance with the Standards for Consulting Services 
established by the American Institute of Certified Public Accountants. These services do not constitute 
an audit, review, or examination in accordance with standards established by the American Institute of 
Certified Public Accountants, and therefore, Crowe does not express an opinion on the accuracy or 
efficacy of the material reviewed during the performance of these services.  The scope of the 
assessment was business process risks among the twelve universities within the SUS. 
 
David Blanton, Chief Audit Executive/Chief Compliance Officer (CAE/CCO) will provide the Committee 
with an overview of the Crowe Assessment. 
 
 

 
 
Supporting Documentation:  Crowe Internal Control and Business Process Assessment Reports (for 
both Florida Polytechnic University and the SUS) 
     
 
Prepared by:  David A. Blanton, CAE/CCO 
 



 

 
 
 
 
 
 
 

Florida Board of Governors State University System 
 

Florida Polytechnic University 

Internal Management and Accounting Control and Business 

Process Assessment  

 

November 2019 



Florida Board of Governors State University System 
Florida Polytechnic University (FPU) Internal Management and Accounting Control and Business Process Assessment                             
November 2019 
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FPU Observations Summary ....................................................................................................................................................................................................... 1 

II. ASSESSMENT OVERVIEW ................................................................................................................................................................................................................ 2 

Inherent Risk Assessment ........................................................................................................................................................................................................... 2 

Conclusion ................................................................................................................................................................................................................................... 6 

III. OBJECTIVES AND SCOPE ................................................................................................................................................................................................................ 7 

IV. PROCEDURES PERFORMED ............................................................................................................................................................................................................ 8 
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Observations and Recommendations........................................................................................................................................................................................ 10 

VI. APPENDIX - LIST OF INTERVIEWEES AT FPU .................................................................................................................................................................................. 14 
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© 2020 Crowe LLP 

 

www.crowe.com 

 
This report is furnished solely for the information and use of Florida Polytechnic University and the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than these specified parties or 
entities. 

I. Executive Summary 

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management 
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business 
processes to identify any areas of risk for the SUS.  

The scope of our assessment was focused on financial and operational risks, and regulatory compliance risks among the twelve universities within the SUS. 

We have presented the results of our assessment of Florida Polytechnic University (FPU) in this report. We used our risk rating methodology to evaluate and score 
sixty-two (62) risks statements grouped into twelve categories. Our conclusions were based on the level of residual risk and any control gaps or weaknesses noted 
during our assessment. Residual risk refers to the level of risk after considering the internal controls in place and other activities implemented to mitigate that risk. 
An in-depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.  

Conclusion 

While the scope of our assessment precludes us from issuing an opinion on FPU’s system of internal controls, based on our procedures we noted no risk 
categories with a high level of residual risk, or significant control gaps or weaknesses in FPU’s control structure.  

We concluded that seven of the twelve risk categories we evaluated had a minor residual risk rating, and five categories had a low residual risk rating.  We also 
found opportunities for FPU to strengthen internal controls, identified as “observations” in the table below. We have highlighted these observations as specific 
opportunities to improve controls or risk mitigation activities. The risk rating for each observation is indicative of the risk to university objectives posed by this gap in 
internal controls and is separate and distinct from the residual risk ratings in each category.  Additional information on these observations, our recommendations to 
address them, and FPU management’s responses can be found in the Observations and Recommendations section of this report. 

 

FPU Observations Summary 

Risk Category Description Risk Rating 

Information Technology 

1.  Information Security Governance – Policies and Procedures. FPU has not documented information 
security policies and procedures for the sections pertaining to: 1) Data Protection, 2) Logging and Monitoring, 
3) Risk Management, 4) Change Management Program 5) Patch Management and 5) Mobile Device 
Management. This increases the risk that tasks will be performed inconsistently. 

Low 

Information Technology 
2.  Data Protection – Employee Removable Media. FPU does not have a method to manage the use of 
removable media. Technical controls have not been implemented to protect the access and provide data 
protection, such as encryption and device authentication.  

Low 
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This report is furnished solely for the information and use of Florida Polytechnic University and the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than these specified parties or 
entities. 

II. Assessment Overview 

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management 
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business 
processes to identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established 
by the American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards 
established by the American Institute of Certified Public Accountants, and therefore, Crowe did not express an opinion on the accuracy or efficacy of the material 
assessed during the performance of these services.  

The scope of our assessment was focused primarily on financial and operational risks, and secondarily on regulatory compliance risks. It included the twelve 
universities within the SUS as follows:  

• Florida Agricultural and Mechanical University (FAMU) 

• Florida Atlantic University (FAU) 

• Florida Gulf Coast University (FGCU) 

• Florida International University (FIU) 

• Florida Polytechnic University (FPU) 

• Florida State University (FSU) 

• New College of Florida (NCF) 

• University of Central Florida (UCF) 

• University of Florida (UF) 

• University of North Florida (UNF) 

• University of South Florida (USF) 

• University of West Florida (UWF) 

This report represents the results of our assessment of FPU. As part of our assessment, we obtained an understanding of BOG regulations, university policies, 
procedures, processes and business requirements. In addition, we sent surveys and conducted interviews with various members of FPU management. Based on 
this information, we developed a risk and control assessment, the results of which are summarized below.   

Inherent Risk Assessment 

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our 
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to 
environmental or organizational variables (e.g. research-based universities, student enrollment, campus location(s), age of infrastructure, student housing, etc.). At 
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was 
designed to provide a baseline upon which to measure control effectiveness at the university level.  
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This report is furnished solely for the information and use of Florida Polytechnic University and the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than these specified parties or 
entities. 

Risk Rating Scale  

Impact Score  Likelihood Score  Risk Rating  Score 

Low 1  Remote 1  Low 1 

Minor 2  Improbable 2  Minor 2 

Moderate 3  Possible 3  Moderate 3 

High 4  Probable 4  High 4 

Severe 5  Almost Certain 5  Severe 5 

 

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two 
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial, 
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current 
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled 
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency. 

Control Ratings 

We also rated the internal controls in place according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived 
levels of risk and was used to calculate the residual risk score.  

• No Observations Noted (30% reduction to the inherent risk rating), 

• Needs Improvement (15% reduction to the inherent risk rating), or 

• Inadequate (0%, no reduction to the inherent risk rating) 

We based the control ratings on the results of our research, discussions with management, and the supporting documentation they provided to help us analyze 
FPU’s control structure.  

Residual Risk Assessment 

We assigned a control rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to provide an 
overview of the university’s risk management and system of internal control. We recognized that each control and its related risk had unique components that 
would not be fully represented by the control or residual risk rating. Therefore, we developed an observation and recommendation for controls rated as “Needs 
Improvement” or “Inadequate” to provide additional insight into that specific matter.  

We established the threshold for 
reportable risk levels at a residual 

risk score of 4 or higher. 
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We used the risk category ratings, as illustrated in Exhibit 1 below, to summarize the sixty-two (62) risk statements which we evaluated and scored during this 
assessment. We assessed the risk factors from the perspective of “inherent risk” (i.e. prior to considering implementation of controls) and “residual risk” (i.e. after 
consideration of controls in place to mitigate the risk). In total we grouped risks into twelve categories and deemed seven categories to have a minor level of 
residual risk and five categories to have a low level of residual risk. FPU’s three highest categories of residual risk were Procurement, Cash Management, and 
Information Technology. However, based on our methodology, all risk categories were below our threshold for a reportable observation.  

The bar graph illustrates the difference between the average inherent and residual risk scores for each risk category. Please note that if an individual risk factor 
exceeded the threshold, we would have reported an observation and recommendation for those factors. However, we did not note any individual risk factors that 
exceeded the threshold, and these key functions/risk categories also have average residual risk scores below our threshold. This is an indicator that our 
observations identified were not systemic to the functional area.  

Exhibit 1: FPU Inherent vs. Residual Risk by Category
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Exhibit 2 highlights similar information but uses different visualizations to illustrate how the control rating reduced the level of inherent risk (i.e. resulting in the 
residual risk score).  The inherent risk represents the baseline score in each category prior to considering internal controls. The control mitigation score represents 
our assessment of the controls in each category. The residual risk score is the net result of the two scores and is used to indicate whether the control structure was 
adequately designed to mitigate the associated risks to a reasonable level. Again, this exhibit indicates that all risk categories had average residual risks below our 
threshold for reportable observations. 

Exhibit 2: FPU Inherent vs. Residual Risk with Control Rating 
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Conclusion 

Based on our procedures, we noted no individual risk factors which arose to the level of a reportable observation (i.e. a residual risk score of 4 or greater). 
However, our risk and control assessment enabled us to identify areas to improve risk management and control practices. Addit ional detail on these observations, 
our recommendations on how FPU could address these observations, and FPU management’s responses to our recommendations have been provided in the 
Observations and Recommendations section of this report.   

We also noted that the university would likely benefit from an enhanced focus in the Information Technology risk category. While we have addressed specific risks 
in our observations and recommendations, this is an area in which FPU could benefit from a more holistic approach to risk management. A strong risk 
management framework is critical to maintain pace with the threats that have emerged alongside technological advances. These threats pose not only financial 
risks, but may also impact reputation, safety, and strategic initiatives. FPU should consider strengthening their risk management practices through a more formal, 
systematic approach in order to provide an added level of assurance to its Board of Trustees and to the Board of Governors that the university has taken 
reasonable measures to manage the risks it faces in the course of pursuing its mission.  
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III. Objectives and Scope 

The purpose of this assessment was to evaluate the existing internal controls and review business processes to identify any areas of risk for the SUS. We 
accomplished this by completing a risk and control assessment for each university within the SUS, which enabled us to identify gaps or weaknesses in internal 
controls and make recommendations to the university and the BOG for improvement. In summary, our objectives were to evaluate the risks, controls, and business 
processes related to financial accounting and operations at FPU, and to provide observations and recommendations to the FPU Board of Trustees, FPU 
leadership, and the BOG on improving the risk management, controls, and business processes within the university.  

The scope of our assessment included the following activities and processes at FPU: 

1. Internal Management and Accounting Controls over:  

a. Accounting Operations (e.g. Accounts Payable, Accounts Receivable, Payroll) 

b. Financial Statement Preparation and Issuance  

c. Grant Management  

2. Business Processes and Operations, including: 

a. Procurement 

b. Budget Management and Oversight (Capital and Operating) 

c. Capital Program and Asset Management 

d. Information Systems Management  

e. Cyber Security  

f. Contract Management 

3. Compliance matters, including:  

a. Data Privacy rules and regulations 

b. Federal and State Grant reporting requirements 

c. Financial Aid regulations 
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IV. Procedures Performed 

It should be recognized that internal controls are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that 
procedures are performed in accordance with management’s intentions.  There are inherent limitations that should be recognized in considering the potential 
effectiveness of any system of internal controls.  In the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes 
in judgment, carelessness, or other factors.  Internal control procedures can be circumvented intentionally by management with respect to the execution and 
recording of transactions, or with respect to the estimates and judgments required in the processing of data.  Controls may become ineffective due to newly 
identified business or technology exposures.  Further, the projection of any evaluation of internal control to future periods is subject to the risk that the procedures 
may become inadequate because of changes in conditions, and that the degree of compliance with procedures may deteriorate A summary of the procedures we 
completed during our assessment of FPU have been summarized in the table below. 

Summary of Procedures 

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements. 

2. We prepared an inherent risk assessment, which includes risks arising from our assessment of the above, as well as our experience in common risks within 
higher education, specific to financial and operational issues. 

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above. 

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities. 

5. We evaluated FPU’s risk management and control structure based on the information gathered above. 

6. We have identified gaps in controls and process improvement opportunities. These have been documented in this report as observations and 
recommendations. 

7. We have confirmed with FPU management the factual basis for our observations and recommendations. Management’s written responses are included for 
each recommendation in this report. 
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V. Observations and Recommendations 

Our procedures yielded two (2) observations which are summarized in the table below. These observations represent areas where we determined that controls 
were absent or were not adequate to mitigate the associated risk to an acceptable level. In the following section we have provided details and recommendations to 
address each of these observations. Management’s responses to each of our recommendations are also included in this section.  
 

Risk Category Description Risk Rating 

Information Technology 1.  Information Security Governance – Policies and Procedures   Low 

Information Technology 2.  Data Protection – Employee Removable Media Low 
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Observations and Recommendations 

Observation 1 Process Area Priority Rating 

Information Security Governance – Policies and Procedures Information Technology Low 

Condition: Several policies and procedures have not been documented or need enhancement to reflect the current security configurations and industry standards. 
The following policies and procedures have not been documented: 

• Data Protection – The organization does not maintain a documented data protection program which includes requirements for data inventory, data protection, 
and data sanitization. 

• Logging and Monitoring – The organization does not maintain a documented logging and auditing requirements that includes the system types to be logged, 
procedures for log review, alerting thresholds, log retention requirements, and personnel to be alerted. 

• Risk Management – The organization does not maintain a documented risk management program which includes documented risks, threats, and 
vulnerabilities. 

• Change Management Program – The organization does not maintain a change management program with requirements which include documented change 
control criteria, functional testing, back-out procedures, and reporting. 

• Patch Management – The organization does not maintain a documented patch management program that defines requirements for patch documentation, 
approvals, patch installation frequency, testing, exceptions, and emergency and critical patch processes. 

• Mobile Device Management – The organization does not maintain a documented mobile device management program which includes standards for securing 
mobile devices and requirements for users to access company data from their mobile devices. 

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 PM-1 as the criteria upon which to evaluate these controls. 
 
Root Cause: FPU has not yet prioritized resources to complete the development of the policies and procedures noted in the Condition above. 

Implication: Lack of policies and procedures may result in potential conflicts when performing tasks due to inconsistent and/or lack of documentation. Policies 
help constitute what is acceptable behavior and formalized and up-to-date procedures provide guidance and clearly defined steps on how to execute the 
necessary task in a consistent manner.  
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Recommendation: FPU should develop policies and procedures around the noted program areas. These policies and procedures should, at a minimum, include 
the purpose, scope, roles and responsibilities, policy standards, violations, approval and ownership, and references (if applicable). Once the policy has been 
defined with approved security standards, Management should document procedures to verify the enforcement of the documented standards. At a minimum, 
Management should perform a yearly review, update, and approval of the policies and if applicable, the procedures, to reflect the current industry security 
standards and practices. 

 
Management Response: 

Management agrees. As a smaller institution, we mitigate risks by close managerial supervision. Based on Crowe’s recommendation and their low-risk 
assessment, we have prioritized resources to complete the documentation of the policies and procedures noted in the Crowe observation by December 31, 2019. 

Planned for implementation by January 2020. 
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Observation 2 Process Area Priority Rating 

Data Protection – Employee Removable Media Information Technology Low 

Condition: FPU does not have a method to manage the use of removable media. Technical controls have not been implemented to protect the access and 
provide data protection, such as encryption and device authentication. 

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 MP-1, MP-2, MP-5, MP-7 as the criteria upon which to evaluate 
these controls. 

Root Cause: FPU has not prioritized resources to address the risk of employees using removable media. 

Implication: Without restrictions and the protection of data confidentiality on the use of removable storage media through device encryption, there is the risk of 
unauthorized disclosure of business and customer information through the loss or misuse of the storage media. 

Recommendation: To ensure the confidentiality and integrity of electronic data stored on a removable media, FPU personnel should only use encrypted devices 
and their use should be restricted (for both read and write capabilities) to only authorized individuals who have a legitimate business need. Removable media should 
also be centrally managed, and only company devices should be used. To account for all files that may be considered sensitive, technical controls should be 
implemented to force removable media encryption and reduce the risk of sensitive files being lost. Removable media encryption solutions are listed below: 

USB Encryption Solutions 

DiskCryptor https://diskcryptor.net/wiki/Main_Page 

Rohos Disk Encryption https://www.rohos.com/products/rohos-disk-encryption/ 

PGP Disk http://www.symantec.com/encryption/ 

Gilisoft USB Stick Encryption http://gilisoft.com/product-usb-stick-encryption.htm 

Kakasoft USB Security http://www.kakasoft.com/usb-security/ 

Iron Key (Encrypted USB)  http://www.ironkey.com/en-US/ 

 
Alternatively, if there is no business need for removable media, it can be restricted using third party tools or through Microsoft Group Policy. The following article 
provides a walkthrough on how this can be accomplished: 
 

• https://technet.microsoft.com/en-us/library/Cc772540(v=WS.10).aspx  
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Management Response:  

 
Management partially agrees. All University employees receive and sign written guidance on the proper handling of removable media. The University adopted 
Data Classification and Protection Policy FPU-11.00122P that requires that the “highest level of access and security controls and protection will be applied both in 
storage and in transit,” and we have trained University employees on that policy. Based on Crowe’s recommendations, the University partially agrees and is 
exploring removable media management software to determine if the benefit exceeds the cost, considering the low-risk assessment noted by Crowe. 

Timeline for implementation has not yet been determined. 
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VI. Appendix - List of Interviewees at FPU  

The following individuals were interviewed during our onsite visit to FPU the week of July 29, 2019. The name, title, and interview subject are included below. 

1. Accounts Payable & Procurement: 

a. David O’Brien– Director of Procurement 

b. Treasa McLean – Assistant Director of Procurement 

c. Laura Marrone – Associate Director of Procurement 

d. John Irvine – Director of Finance and Accounting, Accounts Payable, & Construction 

2.  Cash Management:  

a. Derek Horton – University Controller 

b. John Irvine – Director of Finance and Accounting, Accounts Payable, & Construction 

3. Budget and Financial Reporting:  

a. Regina Siewart, Budget Officer 

b. Derek Horton, University Controller 

c. John Sprenkle, Director of Finance and Accounting for Financial Reporting 

4. Capital Asset Management:  

a. John Irvine – Director of Finance and Accounting, Accounts Payable, & Construction 

b. David Calhoun, Assistant Vice President of Facilities and Safety Services 

5. Grants Management: Nicole Tardiff, Director of Sponsored Programs 

6. Internal Audit and Compliance: David Blanton, Chief Compliance Officer and Chief Audit Executive 

7. Information Technology: Ben Beachy, Chief Information Officer 

8. Student Billing: 

a. Derek Horton, University Controller 

b. John Sprenkle, Director of Finance and Accounting for Financial Reporting 

c. Andrew Strazi, Director of Reporting and Analytics 

9. Governance: FPU Board of Trustees Chair, Don Wilson 
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I. Executive Summary 

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (“SUS”) engaged Crowe LLP (“Crowe”) to perform a system-wide “Internal 
Control and Business Process Assessment”. The objective of this assessment was to evaluate the existing internal controls and review business processes to 
identify areas of risk for the SUS and to provide recommendations to enhance internal control over the system. We performed these consulting services in 
accordance with the Standards for Consulting Services established by the American Institute of Certified Public Accountants. These services do not constitute an 
audit, review, or examination in accordance with standards established by the American Institute of Certified Public Accountants, and therefore, Crowe does not 
express an opinion on the accuracy or efficacy of the material reviewed during the performance of these services.  

The scope of the assessment was business process risks among the twelve universities within the SUS. 

We have presented a summary of the overall results of our assessments of the twelve universities within the SUS in this report. We used our risk rating 
methodology to evaluate and score business process risks grouped into twelve categories. Our conclusions were based on the level of residual risk and any 
control gaps or weaknesses noted during our assessment. Residual risk refers to the level of risk after considering the internal controls and other activities 
implemented to mitigate that risk. An in-depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.  

Conclusion 

Based on our procedures performed, we noted no risk categories with a high level of residual risk, or significant control gaps or weaknesses in any of the twelve 
universities’ control design structures.  

We found opportunities to strengthen controls at 11 of the 12 universities (we noted no observations for the University of South Florida (“USF”)). We have 
highlighted these observations as specific opportunities to improve controls or further mitigate risks.  The risk rating for each observation is indicative of the risk to 
university objectives posed by a specific gap in internal controls. This means that an observation is focused on a specific issue and not on an entire function or 
entity. Conversely, we also assigned ratings to entire risk categories (e.g. Accounts Payable, Procurement, Information Technology, etc.). These ratings represent 
the average score of all individual risks within that category.  Additional information on these observations, our recommendations, and university management 
responses can be found in each university report.  

We also noted several observations and “themes” which were common throughout the SUS, and we have formed recommendations to address these areas for the 
BOG’s consideration. The themes that were consistent throughout the SUS are summarized below.   

1. Each university carries a risk that management override of controls and/or collusion to bypass controls may adversely impact universities’ compliance with 
existing rules and regulations as well as operating objectives. In our experience, this risk is difficult to address solely through the implementation of 
controls. Alternatively, an organization’s culture, values, and its focus on ethics, compliance, and risk management tend to be a more effective and holistic 
approach to addressing this threat.  

We noted that the BOG and each of the universities has implemented clear mission and values statements and has focused on ethics and compliance as 
a key function of senior management (e.g. the establishment of the Compliance and Ethics Officer position). We also believe that the SUS could benefit 
from establishing an enterprise risk management framework and program which would be embedded within the BOG and each university in order to 
strengthen risk management practices and internal controls.   
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2. The universities could benefit from enhanced information security controls. Information security is becoming increasingly critical function, with new cyber 
risks and threats emerging that can impact the universities financially, reputationally and strategically.  

3. The universities could benefit from strengthening their third-party risk management practices, including vendor setup and contract management roles and 
responsibilities. Strong monitoring and oversight activities are especially important for vendors who have been granted access to sensitive or personally 
identifiable information.  

4. The universities could benefit from additional guidance and clarification on how to interpret the active BOG regulations. It became apparent in our 
discussions with various members of university management and trustees, that they sought additional clarity, especially those regulations that pertained to 
the use of Educational and General (E&G) funds, since the regulations were being interpreted in different ways.  

We have provided additional information on these key observations and recommendations for the SUS in the Conclusion section of this report. A common thread, 
or connection among these themes is effective communication and the exchange of information. We believe that with an increased focus on this area, as outlined 
in this report, the SUS will be able to leverage significant enhancements to its risk management practices and system of internal controls.  
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II. Assessment Overview 

The objective and scope of this assessment, to evaluate existing controls and business processes to identify areas of risk for the SUS, covered a broad range of 
university functions and corresponding risk factors. In order to manage the scope more effectively we identified inherent risk factors across these functional areas. 
Based on our experience and industry knowledge, we identified sixty-five risk statements that represent relevant risks to the business process objectives within our 
scope. We have listed the twelve functional areas (i.e. risk categories) covered within our risk assessment as follows:  

• Accounts Payable 

• Budgeting 

• Capital Asset Management 

• Cash Management 

• Financial Reporting  

• Governance 

• Grant Management 

• Information Technology 

• Investment Management 

• Payroll 

• Procurement 

• Revenue 

As part of our assessment, we obtained an understanding of BOG regulations, university policies, procedures, processes and business requirements. In addition, 
we sent surveys and conducted interviews with various members of universities management. Based on this information, we developed risk and control 
assessments for each university. A summary of our ratings for each functional risk area is included in the Observations and Themes section of this report.  

The risk assessment methodology used during this assessment was designed to maintain consistency and comparability across the twelve, distinct universities 
within the SUS.  Our approach included an assessment of inherent risks, control design effectiveness, and residual risks. An explanation of these components is 
included in the paragraphs below. 
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Inherent Risk Assessment  

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our 
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to 
environmental or organizational variables (e.g. research-based universities, student enrollment, campus location(s), age of infrastructure, student housing, etc.). At 
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was 
designed to provide a baseline upon which to measure control effectiveness at the university level.  

Risk Rating Scale  

Impact Score  Likelihood Score  Risk Rating  Score 

Low 1  Remote 1  Low 1 

Minor 2  Improbable 2  Minor 2 

Moderate 3  Possible 3  Moderate 3 

High 4  Probable 4  High 4 

Severe 5  Almost Certain 5  Severe 5 

 

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two 
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial, 
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current 
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled 
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency. 

Control Effectiveness Ratings 

We also rated the effectiveness of controls according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived 
levels of risk and was used to calculate the residual risk score.  

• No Observations Noted (30% reduction to the inherent risk rating), 

• Needs Improvement (15% reduction to the inherent risk rating), or 

• Inadequate (0%, no reduction to the inherent risk rating) 

We based the control effectiveness ratings on the results of our research, discussions with management, and the supporting documentation they provided to help 
us analyze each university’s control structure.  

We established the threshold for 
reportable risk levels at a residual 

risk score of 4 or higher. 
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Residual Risk Assessment 

We assigned a control effectiveness rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to 
provide an overview of the university’s risk management and control effectiveness. We recognized that each control and its related risk had unique components 
that would not be fully represented by the control effectiveness or residual risk rating. Therefore, we developed an observation and recommendation for controls 
rated as “Needs Improvement” or “Inadequate” in order to provide additional insight into that specific matter. 

III. Procedures Performed 

A summary of the procedures we completed during our assessment of each university have been summarized in the table below. Please note that internal controls 
are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that operations are performed in accordance with 
management’s intentions.  There are inherent limitations that should be recognized in considering the potential effectiveness of any system of internal controls.  In 
the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes in judgment, carelessness, or other factors.  Internal 
control procedures can be circumvented intentionally by management with respect to the execution and recording of transactions, or with respect to the estimates 
and judgments required in the processing of data.  Controls may become ineffective due to newly identified business or technology exposures.  Further, the 
projection of any evaluation of internal control to future periods is subject to the risk that the procedures may become inadequate because of changes in 
conditions, and that the degree of compliance with procedures may deteriorate. 

Summary of Procedures 

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements. 

2. We prepared a risk assessment, which includes risks arising from our review of the documents referenced in procedure number 1, as well as our 
experience in common risks within higher education, specific to financial and operational issues. 

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above. 

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities. 

5. We evaluated each university’s risk management and control structure based on the information gathered above. 

6. We have identified gaps in controls and process improvement opportunities. These have been documented in our university reports as observations and 
recommendations. 

7. We have confirmed with university management the factual basis for our observations and recommendations. Management’s written responses are 
included for each recommendation in the reports. 
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IV. Observations and Themes 

Our procedures identified opportunities to strengthen controls at 11 of the 12 universities (i.e. we noted no observations for USF). These opportunities were 
documented as “observations” and are summarized below. These observations represent areas where we determined that controls were absent or were not 
adequate to mitigate the associated risk to an acceptable level. While the specific observations and recommendations can be seen in the tables below, we have 
identified a few themes that were persistent across the universities: 

• Information Security Controls. We noted that almost all universities would benefit from an enhanced focus in the Information Technology risk category. 
While we have addressed specific risks in our observations and recommendations, overall the universities in the SUS could benefit from a more 
standardized approach to information security risk management.  

• Third Party Risk Management Practices. We noted a common theme throughout our assessment that many universities would likely benefit from an 
enhanced focus in the areas where third-party risk management and data protection intersect. While we have addressed specific risks in our observations 
and recommendations, we understand that this is an area in which many universities are expanding or will be planning to expand their operational 
activities. Since the number of providers and types of services in this area is rapidly expanding, consequently, so are the associated risks. For example, 
student support centers, call centers, and collection agencies are commonly granted access to student account information. Payroll service providers 
receive and transmit data electronically, and cloud-based storage services are becoming an increasingly efficient and inexpensive way in which to manage 
large amounts of data, including personally identifiable and sensitive data.  

• Interfund Transfers. While this issue was noted in only two universities, there has been increased scrutiny throughout the SUS over the proper use of 
funds at the university level. Strengthening controls over fund transfers would benefit the SUS by providing an additional level of assurance that the funds 
are used for their intended purpose. Again, the use of existing technology may enable universities to implement automated workflows to verify that 
transfers are appropriate and properly approved. System-assigned roles may also be implemented to allow only authorized individuals to make fund 
transfers. While we noted no specific occurrences of improper use of funds, we have identified this issue as one example of how management override of 
controls or collusion could adversely impact university operating and compliance objectives and also result in reputational damage. 

Our overall recommendation in the Conclusion section of this report focuses on enterprise risk management as a way to address the themes noted above, as well 
as numerous other risks to the SUS. We consider the theme noted below to be a separate issue and our recommendation is focused on a more direct approach to 
addressing that area of focus.  

• Clarity of the BOG Regulations regarding the Use of E&G Funds. In speaking with various university Board of Trustees members, as well as with 
university management, it was stated that this area of the BOG regulations was not completely clear and may be interpreted in various ways. In addition, 
the SUS may benefit from further clarification and distinction between the role and responsibilities of the BOG and the University Trustees in terms of fiscal 
governance and oversight duties. We have provided our analysis and recommendations to enhance the clarity of the regulations in the Conclusion section 
of this report. 
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Summary of Observations by Risk Category 

The themes noted above were driven and supported by our observations. We noted a total of 21 distinct observations which included two (2) observations from the 
Financial Reporting risk category, two (2) from Procurement, one (1) from Grant Management, and sixteen (16) from Information Technology.  

From the perspective of frequency of occurrence, Information Technology had the most observations and the most occurrences noted across the SUS, comprising 
16 of the 21 (76%) distinct observations and 39 of the 45 (87%) occurrences noted. However, the majority of these observations (13 of 16, or 81%)  were rated as 
“Low” risk.  

From a risk ratings perspective, the observations pertaining to financial controls (e.g. interfund transfers and grant draw-down procedures) and third-party risk 
management controls (e.g. vendor oversight and shared services arrangements) were rated as “Moderate” risk, which was the highest ranking given during our 
assessment.  The single observation in the Grant Management risk category was deemed to be Low risk. A summary of our observations by risk category is 
included in the table below.  

Risk Category: Financial Reporting 

Observation Risk Rating Number of Occurrences SUS-Wide: (3) 

Restricted Funds – Interfund Transfers Moderate 2 

Monitoring of Budget-to-Actual Performance Low 1 

Risk Category: Procurement 

Observation Risk Rating Number of Occurrences SUS-Wide: (2) 

Contract Management - Shared Services Agreements Moderate 1 

Policies and Procedures – Vendor Setup and Monitoring Moderate 1 

Risk Category: Grant Management 

Observation Risk Rating Number of Occurrences SUS-Wide: (1) 

Segregation of Duties: Grant Drawdown Process Moderate 1 
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Risk Category: Information Technology 

Observation Risk Rating Number of Occurrences SUS-Wide (39) 

Configuration Management Program Moderate 3 

Business Continuity Management – Incident Classification Moderate 1 

Information Security Governance 

Key Risk and Performance Indicators (2)  

Cybersecurity Risk Management Program (2) 

Policies and Procedures (2) 

“Clean Desk” Policy (4) 

Low - Moderate 10 

Employee Security Awareness Training Low 6 

Data Protection –  

Employee Removable Media (6) 

Employee Mobile Device Management Policy (5) 

Sensitive Data-Tracking (1) 

Data Handling and Classification (1) 

Data Center Moisture Detection Systems (1) 

Low 14 

Logging and Monitoring Policy Low 1 

Monitoring of Third-Party Service Providers Low 1 

User Termination and Role Changes Low 2 

IT Operations – Asset Tracking Low 1 
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Summary of Observations by University 

The table below illustrates the 21 observations by university. It is intended to show how the issues were spread across the various universities within the SUS, and 
further clarify our summary of observations and themes. Specifically, this illustrates the concentration of Information Technology observations at a Low risk rating, 
and fewer observations in the other risk categories with a higher risk rating of “Moderate”.  

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Risk Category Observation UWF FSU UNF UF UCF FAMU FPU USF NCF FIU FAU FGCU

Financial Reporting
Monitoring of Budget-to-Actual 

Performance
Low

Financial Reporting Restricted Funds – Interfund Transfers Moderate Moderate

Procurement
Contract Management - Shared Service 

Contracts
Moderate

Procurement
Policies and Procedures - Vendor Setup 

and Monitoring
Moderate

Grant Management
Segregation of Duties - Grant Drawdown 

Process
Moderate

Information Technology
Business Continuity Management - 

Incident Classification
Moderate

Information Technology
Configuration Management - Configuration 

Management Program
Moderate Moderate Moderate

Information Technology
Data Protection - Data Handling and 

Classification Policy
Low

Information Technology
Data Protection - Employee Mobile 

Device Management Policy
Low Low Low Low Low

Information Technology
Data Protection – Employee Removable 

Media
Low Low Low Low Low Low

Information Technology Data Protection - Sensitive Data-Tracking Low

Information Technology
Employee Management – Employee 

Security Awareness Training 
Low Low Low Low Low Low

Information Technology
Employee Management - User 

Termination and Role Change
Low Low

Information Technology
Information Security Governance – Clean 

Desk Policy
Low Low Low Low

Information Technology
Information Security Governance - 

Cybersecurity Risk Management Program
Low Low

Information Technology
Information Security Governance - Key 

Risk and Performance Indicators
Moderate Moderate

Information Technology
Information Security Governance - 

Policies and Procedures
Low Low

Information Technology
Logging and Monitoring - Logging and 

Monitoring Policy
Low

Information Technology
Data Protection - Data Center Moisture 

Detection
Low

Information Technology IT Operations - Asset Tracking Low

Information Technology
Monitoring of Third-Party Service 

Providers
Low
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V. Conclusion 

The themes emphasized in this report and supported by our observations have led us to make two recommendations for the SUS to help strengthen risk 
management and control practices system-wide. We conclude our report with these recommendations as outlined in the paragraphs below. 

1. Establish an Enterprise Risk Management Program for the SUS 

We recommend that the BOG work collaboratively with university trustees and management to establish an enterprise risk management program for the SUS. 
This recommendation addresses the following themes:  

• Information Security  

• Third-Party Risk Management 

• Management Override of Controls or Collusion  

Based on our experience, we noted that the establishment of an enterprise risk management (“ERM”) program may be an effective approach to addressing the 
themes noted above. An effective ERM program can be a powerful tool to help the SUS maintain pace with the threats that have emerged and continue to 
evolve in Higher Education. These threats pose not only financial risks, but may also impact reputation, compliance with regulatory requirements, safety, and 
strategic initiatives. The paragraphs below provide specific examples of how ERM may help the SUS address the themes noted during our assessment.  

Information Security 
Crowe used a proprietary set of security standards which were based on well-known and utilized frameworks and best practices (e.g. NIST) throughout the 
public sector, including Higher Education. We found that universities varied on the extent to which they based their information security policies and practices 
on an established framework or a set of standards. Consequently, we noted a relatively high number of observations indicating gaps in information security 
control best practices.  
 
The implementation of an ERM framework would enable universities to clearly state their risk appetite and tolerances accompanied by the standards they wish 
to be measured against. This statement could be evaluated by the BOG or other designated body to determine its reasonableness and alignment with an 
overall SUS risk appetite for information security.  

Once an agreed-upon standard has been established, the relevant controls could be more easily identified and tested periodically to determine if the university 
is meeting its desired security objectives and maintaining an acceptable level of risk.  
 
Third-Party Risk Management 
The observations pertaining to third-party risk management were partially focused on the need to document policies and procedures, but more importantly on 
the absence of clearly defined roles and responsibilities for overseeing vendor setup and maintenance as well as data protection when vendors are granted 
access to sensitive or personally identifiable information.  
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From a data protection perspective, this area is related to the information security observations; however, this is not solely an “IT issue”. There are many 
employees across each university who are involved in some aspect of third-party risk management ranging from the individuals who manage a contract, to 
those who add or update vendor information, and those who approve access to systems.  

An ERM approach may be effective here because there must be a risk response, or action plan, associated with the identified risk. A key component of any 
action plan is an assigned risk owner and specific roles, responsibilities, and tasks that must be taken to address or “respond” to that risk. In this case, the risk 
response and action plan would identify the owner(s) of each risk and associated tasks ranging from contract management to procurement to user access 
management. Again, the existence of the plan would enable a clear line of measurement against which to evaluate the university’s performance in this area.   

Management Override of Controls or Collusion 
While we did not identify any occurrences of management override of controls or employee collusion to bypass controls, this risk always remains relatively high 
from an inherent perspective due to the potential impact these could cause.  This risk is further increased when an entity is facing budgetary constraints.  In 
this case, an ERM framework can be an effective tool to consolidate existing statements, bylaws, regulations, and policies (e.g. mission, values, code of 
ethics) into an actionable mechanism. Additionally, risk appetite statements for an organization typically reference these components to clarify the entity’s 
position on what actions it is willing to take, and what actions it is not willing to take in pursuit of its mission and objectives. Specific examples such as 
inappropriate use of designated funds can be added to a risk appetite statement for clarity.   

While there are many established frameworks, such as the model established by the Committee of Sponsoring Organizations of the Treadway Commission 
(COSO), to establish an ERM program, it is considered a best practice to develop a tailored program that fits the organization’s unique culture, structure, and 
environment. We see an opportunity to develop a sustainable ERM program across the SUS, which could be established from the top-down and embedded 
into the decision-making practices at the BOG level, the university Board of Trustee levels, and into the management structure. There are many benefits that a 
sustainable ERM program could provide to the SUS, including:  

• Improvement to decision-making and deployment of resources based on an established risk appetite and prioritized risk rankings. 

• Integration of risk assessments with strategy, objective setting, and performance. 

• Encouragement of open communication about significant risks and reduction of gaps and inconsistencies with the management of process level 
objectives.  

• Enhancement of knowledge management and information sharing. 

• Benchmarking and collaboration with other mature universities and similar organizations with an established risk management structure. 

• Introduction of a collaborative approach to identifying and addressing the top SUS priorities from a risk-based perspective. 

• Creation of a common language for communicating and reporting on risk and risk management activities. 

Establishing a sustainable ERM framework and program requires a significant investment of time and resources; however, the benefits fit the issues that we 
have encountered during the course of our assessment.  
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2. Clarification of BOG Regulations  
Throughout the course of our assessment we noted that, given the number and complexity of the active BOG regulations, even university employees who are 
highly knowledgeable expressed confusion and had come to varying conclusions on how to interpret the appropriate use of E&G funds.  We completed an 
analysis of the active regulations at the time of our review in an attempt to recommend potential solutions to the varying interpretations and confusion.  
 
After a search of the State University System of Florida Board of Governors Active Regulations, we found that E&G spending rules are outlined within BOG 
9.007. State University Operating Budgets.  Subsections 3(a)1-8 outline eligible uses of and reporting on E&G funds as summarized below.  

• E&G operating activities such as, but not limited to general instruction, research, public service, plant operations and maintenance, furniture, fixtures, 
and equipment, student services, libraries, administrative support, and other enrollment-related and stand-alone operations of the universities.  

• Non-recurring expenditures. This is not defined further within the regulation. 

• Carryforward expenditures included in the university’s E&G Carryforward Spending Plan, some of which include capital outlay project expenditures as 
defined under BOG 14.0025. Action Required Prior to Fixed Capital Outlay Budget Request. 

We have outlined several suggestions on areas where the active regulations may be clarified to guide the interpretation of how these funds may be spent. 

• Provide a Comprehensive List of E&G Operating Activities. Section 9.007.3(a)1 provides a list of eligible uses of E&G funds; however, it qualifies 
the list with the phrase, “but not limited to”, which implies that there are other eligible uses for E&G funds not stated in the active regulations. Providing 
a comprehensive list of eligible E&G fund uses may help alleviate confusion or varying interpretations of this regulation. 

• Clearly State E&G Cannot Be Used for Capital Projects. If the BOG wants to designate E&G funds as ineligible for use on capital projects, the 
wording could be improved by adding an additional point that very clearly states E&G is not to be used for capital projects and remove all references 
that may indicate otherwise. For example, BOG 9.007.3(a)4 allows some exceptions to the rule; however, these exceptions may contribute to the 
universities’ varying interpretations.   

• Clearly Define Capital Thresholds for Renovation. A gray area exists related to the use of E&G funds for plant operations and maintenance.  
Specifically, at what point does building renovation turn into a capital project?  Some sort of threshold would be useful to define this.  Following is an 
example from another university: 

“Structural remodeling/renovation and additions are capitalized when they enhance the use of or extend the life of the building beyond its original 
estimated useful life, and the total cost equals or exceeds $100,000 or 20% of the building’s cost, whichever is less.” 

• Clearly Define Plant Operations and Maintenance. 

In addition, more clarity around what is included in plant operations and maintenance would narrow its interpretation.  Adding it to the Definitions 
Section 9.001 would be of benefit. The Integrated Postsecondary Education Data System definition may help in this regard.  It is: 

“Operation and maintenance of plant (O&M): An expense category that includes expenses for operations established to provide service and 
maintenance related to campus grounds and facilities used for educational and general purposes. Specific expenses include: janitorial and utility 
services; repairs and ordinary or normal alterations of buildings, furniture, and equipment; care of grounds; maintenance and operation of buildings 
and other plant facilities; security; earthquake and disaster preparedness; safety; hazardous waste disposal; property, liability, and all other insurance 
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relating to property; space and capital leasing; facility planning and management; and central receiving. This expense does include amounts charged 
to auxiliary enterprises, hospitals, and independent operations. Also includes information technology expenses related to operation and maintenance 
of plant activities if the institution separately budgets and expenses information technology resources (otherwise these expenses are included in 
institutional support).” 

• Establish a Discussion Forum  

Establishing an open forum for university management, trustee members, and BOG members to share questions and interpretations on active or 
proposed regulations may be an effective tool for identifying and prioritization regulatory issues for clarification. It may also help enhance the frequency 
of communications SUS-wide helping to resolve potential problems before they occur.  

This concludes our report. We thank the Board of Governors, the various University Board of Trustee members, and the many members of university 
management who have given this opportunity and assisted us throughout this engagement.  
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