TWO-FACTOR AUTHENTICATION
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ACTION IS REQUIRED

This email is to serve as notification that the enrollment deadline for Duo’s two-factor
authentication for faculty members is September 7th, 2018. Look for the enrolilment email
from Duo before the end day August 30%". This email will contain a personalized link allowing
you to enroll with Duo. This two-minute self-enrollment process makes it easy to register your
phone and install the Duo Mobile application.

If you do not have a smartphone, you can enroll a regular cell phone (SMS + calls) or desk
phone/landline (calls) for two-factor authentication.

If have any questions about using two-factor authentication, please contact the Helpdesk:
helpdesk@floridapoly.edu or 863.874.8888 (#8888 on campus).

WHAT IS DUO MOBILE AND DUO PUSH?

Duo Mobile is Duo Security’s free app that allows you to quickly and easily approve a second
factor authentication request with one tap using Duo Push. With Duo Mobile & Duo Push,
there is no need to carry a bulky token or waste time manually entering in passcodes. Just one
tap to authenticate right on your smartphone.

Here is an example of Duo Push in action.

WHAT IS DUO SECURITY?

&

Duo Security is a company that provides a cloud-based software service that utilizes two-
factor authentication to ensure secure access to services and data.
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WHAT IS TWO-FACTOR AUTHENTICATION?

Two-factor authentication provides a second layer of security to any login, requiring extra
information or a physical device to log in, in addition to your password.

By requiring two different channels of authentication, we can protect user logins from remote
attacks that may exploit stolen usernames & passwords.
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. * A smartphone with an app to approve authentication requests
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Biometrics - like your fingerprint or a retina scan

WHY DO WE NEED TWO-FACTOR AUTHENTICATION?

Login credentials are more valuable than ever and are increasingly easy to compromise. Over
90% of breaches today involve compromised usernames and passwords. Two-factor
authentication enhances the security of your account by using a secondary device to verify
your identity. Verifying your identity prevents anyone but you from accessing your account,
even if they know your password.

HOW WILL DUO SECURITY CHANGE MY LOGIN EXPERIENCE?

When logging in to an application that is protected by Duo Security, such as Workday, you will
continue to enter your username and password. After inputting your login information, you
are required to complete a method of second-factor authentication.

Duo Security does not replace or require you to change your username and password. Think of
the two-factor authentication process as a layer of added security to your pre-existing login
method.

QUESTIONS?

Find more information regarding the rollout of Duo Security’s two-factor authentication on the
Technology Services website by logging into the Florida Poly Pulse, then copy-pasting this URL
into your browser: https://pulse.floridapoly.edu/multi-factor-authentication-mfa-duo

Or contact our Helpdesk: helpdesk@floridapoly.edu or 863.874.8888 (#8888 on campus).
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